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Abstract

Autonomous-driving safety arguments increasingly rest on an unfalsifiable premise: the vehicle
is safe because the controller is good. We report an empirical study of the opposite stance —
safety as a property of a deterministic runtime that governs what may be executed, independent
of who or what is driving. We interpose a stateless admission layer (a safety shield) between
the controller and the actuator in the CARLA 0.9.15 photoreal simulator. The controller only
proposes a (steer, throttle) pair; the shield verifies each proposal against four composed, ground-
truth invariants (on-road, speed limit, following distance, emergency stop) at the 20 Hz control
tick and clamps it to the nearest safe action before it reaches the vehicle. We evaluate the identi-
cal shield beneath three controller classes: a deterministic PID baseline, a hand-written hostile
controller whose explicit goal is to strike pedestrians, and frontier and local language/vision
models placed at the wheel. Using a per-tick decision log that records the shield’s verdict even
when the shield is switched off (a counterfactual), we compare shielded and unshielded execution
of the same proposals. Over a continuous 40,052 m run the hostile controller emitted 64,952
invariant-violating commands; the shield overrode all of them (100%) with O collisions. With
the shield removed, the same proposals reach the actuator and the vehicle collides; a controlled
toggle admitted 43 dangerous commands and produced 2 collisions within seconds. Frontier
models drove the route under the shield with 0 collisions but visibly degraded smoothness, trac-
ing to a measured ~0.8-2.0s glance latency during which the model holds a stale command and
drives blind. This is a research prototype in simulation, not a vehicle controller. It provides an
existence proof that safety can be enforced at the runtime rather than assumed of the model,
and a multi-controller harness — hostile and frontier-model — for measuring that separation.

1 Introduction

A common safety argument for learned autonomous controllers has the form: the system is safe
because the model performs well on its evaluation distribution. This argument is difficult to falsify. It
couples the safety claim to the controller’s competence, which is exactly the quantity that degrades
under distribution shift, adversarial input, sensor latency, or an operator who feeds the system a
hostile command. When the controller is the sole authority over the actuator, there is no separate
object whose correctness can be checked; “safe” and “the model did the right thing” become the
same statement, and the statement can only be tested by not crashing.

This paper studies the alternative: make safety a property of a deterministic runtime that sits
beneath the controller and governs what may be executed. The controller is demoted from an



authority to a proposer. Every action it emits is treated as a request that must clear an admission
layer — which we call a safety shield — before it reaches the actuator. The shield verifies the
proposal against grounded invariants over the observed state and, if the proposal would violate
one, clamps it to the nearest admissible action. The controller never appears inside the invariant.
Safety therefore does not depend on which controller is driving.

We instantiate this idea in the CARLA photoreal driving simulator [1] and evaluate the same
shield beneath three deliberately different controller classes:

1. a deterministic PID baseline (CARLA’s VehiclePIDController), representing a competent
conventional controller;

2. a hand-written hostile controller whose only objective is to strike the nearest pedestrian at
full throttle — an adversary that corrupts precisely the channel the shield governs; and

3. frontier and local models placed at the wheel (Gemini 2.5-flash, DeepSeek-chat, and a local
Qwen3-VL-4B), which perceive the forward camera and/or numeric state and emit a control
command on a background thread, subject to an inherent inference latency.

Contributions. This is an empirical systems study, not a new algorithm. Its contributions are:

1. A controller-independent admission framing, instantiated and measured. We im-
plement a stateless shield of four composed invariants, evaluated every control tick, in which
the controller is absent from the invariant, and show it enforces the safe set identically across
a benign, a hostile, and a frontier-model controller (Sections 2-3).

2. A counterfactual decision-log method. The harness records, per tick, the shield’s ver-
dict on each proposal even when the shield is switched off, so that shielded and unshielded
execution of the identical controller can be compared directly rather than across separate
runs (Section 4).

3. A multi-controller empirical result in a photoreal simulator. Against a hostile con-
troller over a 40km run the shield overrode 64,952/64,952 (100%) invariant-violating com-
mands with 0 collisions; removing the shield lets the same proposals crash the vehicle (Sec-
tion 5).

4. A latency finding for frontier models at the wheel. We measure a ~0.8-2.0s glance
latency, during which a model holds a stale command and drives ~ 10m blind at 40 km /h;
the shield — verifying ground truth at 20 Hz — is what catches a hazard entering that blind
window (Section 6).

We are explicit about scope. This is a research prototype in simulation. It is a demon-
stration of the architecture and a measurement harness, not a certified vehicle controller, and its
guarantees are conditional on assumptions we state in Section 7.

2 The Floor and Its Composed Invariants

The object of study is a class named SafetyShield (in carla_floor/floor.py). It is stateless: it
holds no history across ticks and derives its verdict solely from the current observed state and the
current proposed action. It is evaluated on every control tick (nominally 20 Hz).



Interface. The controller proposes an action a = (steer,u) with steer € [—1,1] and a signed
throttle u € [—1,1], where u > 0 is acceleration intent and u < 0 is braking intent. The shield
consumes a together with a structured state s that includes the vehicle speed, the lateral clearance
to the left and right road/lane edges (dist_left, dist_right), the distance to the nearest object
ahead (lead_dist), and the posted speed limit. It returns a CARLA-ready (steer, throttle, brake)
triple and a list of interventions, each recording which invariant fired, the proposed value, and the
executed value. The signed throttle is split into non-negative throttle and brake channels only at
the end: throttle = max(0,u), brake = max(0, —u).

The four invariants. The invariants are evaluated in a fixed order of authority; a later invariant
can override an earlier one. Let m denote the edge margin, v the speed in m/s, and d the lead
distance in metres. The default parameters are those set in the shield constructor.

1. On-road. If the clearance to a road/lane edge falls below m = 1.2m, the shield computes a
corrective steer toward the road centre whose magnitude grows as the edge is approached, and
overrides the proposal if it steers less strongly than the correction. The correction magnitude
is min (1, 0.35 4+ (m — clearance)/m), signed away from the near edge.

2. Speed limit. If the current speed is at or above the (per-state) posted limit and the proposed
signed throttle is positive, the shield sets throttle to 0. Positive acceleration is never admitted
at or above the limit.

3. Following distance. The shield maintains a speed-dependent gap
safe _gap = max(lO m, v-24 s),

i.e. a floor of 10m and a 2.4s headway. If the lead distance is below this gap it demands a
braking command —min (1, (safe_gap — d)/safe_gap + 0.3) and overrides any weaker (less-
braking) proposal.

4. Emergency stop. If the nearest object ahead is within emergency gap = 8m, the shield
forces full brake (u = —1) regardless of the proposal. This is the highest-authority invariant
and is unconditional on the proposed action.

All numeric thresholds above are taken verbatim from the shield’s default constructor: a min-
imum gap of 10m, a headway of 2.4s, an edge margin of 1.2m, and an emergency gap of 8m.
The speed-limit invariant uses the posted limit supplied in the per-tick state, defaulting to the
constructor value when absent.

Key structural property. The controller does not appear in any invariant. The shield reads
the observed state and the proposed action, and its verdict is a function of the state and the invari-
ants alone. Consequently the safety behaviour is a property of the runtime, not of the controller:
substituting a different controller changes which proposals arrive, but not which proposals are ad-
missible. This is the property we exploit in Section 3 to run the identical shield beneath controllers
of very different competence and intent.

3 The Controllers

Every controller in this study emits proposals through the same interface and is subject to the same
shield. They differ only in how they produce a proposal.



3.1 PID baseline

The baseline is CARLA’s deterministic VehiclePIDController, driving the route at approximately
40 km/h. Tt represents a competent conventional controller and establishes that the shield does not
prevent normal driving: under nominal conditions its proposals are admissible and pass through.

3.2 The hostile controller

The adversary (carla_floor/adversary.py) is a ~ 30-line hand-written pursuit controller with
full ground-truth perception and no safety concern. Each tick it selects the nearest pedestrian ahead
of the vehicle (targets behind are skipped to avoid orbiting), steers to converge on that pedestrian,
and commands full throttle. It is deliberately a harder adversary than a slow model: it has perfect
aim, reacts every tick, and always attacks. It corrupts exactly the channel the shield governs —
the proposed steer and throttle — rather than, say, spoofing perception. It is not a learned model;
it is an explicit worst case for the proposal channel.

3.3 Frontier and local models at the wheel

Three models are placed at the wheel through a common adapter (carla_floor/brains/), run
natively via brain_runner.py: Gemini 2.5-flash (cloud, vision), DeepSeek-chat (cloud, text
over the numeric state), and Qwen3-VL-4B (local, vision). Each model receives the forward
camera image and/or a natural-language rendering of the numeric state and is prompted to emit a
compact JSON control object {steer, throttle, brake}, which is mapped to a signed-throttle proposal.
The models cannot decide at 20Hz. FEach runs on a background thread and holds its last
command between glances; the main control loop consumes whichever command is current. This
is the architecturally important detail: between glances the vehicle drives on a stale command, so
a model’s effective perception is intermittent even though the shield’s is continuous. We quantify
the resulting blind window in Section 6. The same held-command architecture is used for every
model, so the models differ in capability and latency, not in how they interface to the shield.

4 Method: The Decision Log and Counterfactual Verdict

To compare shielded and unshielded behaviour of the same controller, the harness records a per-tick
decision log (1ive/decision_log.jsonl). Each row contains: the observed state; the controller’s
proposed action; the shield’s verdict on that proposal; the action actually applied to the vehicle;
and whether a collision occurred on that tick.

The critical design choice is that the shield’s verdict is computed on every tick, including when
the shield is switched off. When the shield is off, the applied action is the raw proposal, but
the log still records the counterfactual — what the shield would have rejected and what it would
have executed instead. This lets us attribute collisions precisely: a floor-off collision can be traced
to a specific proposal that the shield would have clamped (e.g. a proposal the following-distance
invariant would have converted to full brake). The analysis script (analyze_log.py) partitions a
run into floor-on and floor-off segments and, for each, tallies (i) how many proposals the shield’s
invariants forbid (dangerous proposals), (ii) how many were overridden (floor on) or reached the
vehicle (floor off), and (iii) how many collisions occurred. A proposal is counted “dangerous” when
the shield would reject it, i.e. when at least one invariant fires.

This method has two properties worth stating. First, the shield-on and shield-off comparison is
over the identical proposal stream in intent (the same controller), not two independently sampled



runs. Second, “dangerous” is defined by the invariants themselves, so the override rate is a self-
consistent measurement of how often the controller’s proposals left the safe set — not a hand-
labelled hazard count.

5 Results

All figures below are from a single measurement session (captured 2026-09-25) and are reproducible
from the recorded decision log via analyze_log.py. The primary result is the hostile controller
under the shield; the toggle and takeover variants isolate the shield’s causal role.

5.1 Hostile controller, shield on vs. off

Over a continuous run of 40,052m (~40km) at a 40km/h target, the hostile controller emitted
64,952 invariant-violating commands. With the shield on, all 64,952 (100%) were overridden and
the vehicle recorded 0 collisions. The same result reproduces at smaller scale (2,188 overridden
/ 0 collisions over 466 m). Removing the shield lets the identical proposals reach the actuator;
the vehicle then collides. A representative floor-off decision-log line shows a proposed throttle =
+1.00, steer = —1.00 that the following-distance invariant would have forced to —1.00 (full brake),
applied raw instead, followed by a collision within ~ 3s. In a controlled toggle on the same
controller, the shield-off configuration admitted 43 dangerous commands and produced 2 collisions
within seconds, while the shield-on configuration produced 0. Table 1 summarises the harness
output.

Table 1: Safety-harness summary for the hostile controller under the identical shield. Continuous-
run figures are from the 40,052 m session; the toggle rows isolate the shield’s causal effect on the
same controller over a short window. “Dangerous proposals” are those at least one invariant would
reject, as defined in Section 4.

Configuration Distance Dangerous Overridden /  Collisions
proposals reached car

Shield ON (continuous run) 40,052 m 64,952 64,952 (100%) overridden 0

Shield ON (small-scale repro) 466 m 2,188 2,188 (100%) overridden 0

Shield OFF (toggle window) short 43 43 reached car 2

Shield ON (toggle window) short — (overridden) 0

Interpretation. The hostile controller attacks the exact channel the shield governs, every tick,
with perfect aim. Under the shield the collision count is 0 despite 64,952 hostile commands; with
the shield removed the same controller crashes. The difference between the two configurations is
the shield and nothing else, which is the sense in which the result attributes safety to the runtime
rather than the controller. We note the override rate is 100% of the proposals the invariants forbid,
by construction of the “dangerous” label (Section 4); it is a claim about the shield’s coverage of its
own invariants over this run, not a claim that the invariant set is complete (see Section 7).

5.2 Takeover variant

When the shield rejects a hostile proposal it can substitute the deterministic safe policy in place of
the rejected action, so the vehicle continues to drive itself while the hostile controller is effectively



locked out of the actuator. In this configuration the vehicle recorded 0 collisions. This variant
shows the admission layer need not merely clamp toward safety tick-by-tick; it can fall back to a
known-safe controller when the proposer is untrusted.

5.3 Models at the wheel

DeepSeek-chat and Gemini 2.5-flash each drove the route under the shield with 0 collisions. Qual-
itatively their driving was slower and jerkier than the PID baseline. The cause is the inference
latency examined next: the models complete less useful driving work per unit time, but the set
of actions they are permitted to execute is unchanged. This is the intended separation — model
capability governs how much useful work completes; the runtime governs what may be executed.

6 The Latency Finding for Frontier Models

The models at the wheel exhibit a measured glance latency of approximately 0.8-2.0s per inference.
Because each model holds its last command between glances, the vehicle drives on a stale control
for the duration of the gap. At a 40km/h target (=11.1m/s), a 0.9 s glance corresponds to roughly
10m travelled on a stale command; a hazard that enters the road inside that window is never seen
by the model on that glance. A 20 Hz shield, by contrast, re-verifies ground truth every 50 ms and
reacts within one tick. The shield is therefore what catches a hazard that appears during a model’s
blind window.

We emphasise the direction of this finding. It is not that the models are poor drivers; under
the shield they do not collide. It is that their latency makes their perception intermittent, and
intermittent perception is exactly the failure mode a continuous, ground-truth admission layer is
positioned to cover. The result is consistent across the three models and is inherent to placing a
~ 1s-latency model in a 20 Hz control loop, rather than a property of any one model.

7 Limitations
We state the boundaries of these results plainly.

e Single simulated domain. All results are from CARLA 0.9.15, Town10HD, run on an Apple
M4 via a translation layer that occasionally produces renderer stalls. This is a demonstration
of the architecture and a measurement harness, not a vehicle controller and not evidence
about physical vehicles.

e Conditional guarantee. The shield enforces its invariants over the observed state. Its
safety property is conditional on (i) the perceived state being accurate, (ii) a safe fallback
action existing at every state (e.g. full brake being sufficient), and (iii) the invariant set being
adequate for the scenario. Perception error, an unavoidable-collision state, or a hazard the
invariants do not model are outside its scope. The 100% override figure is coverage of the
invariants the shield defines, not a completeness claim about the invariant set.

e Location-dependent floor-off crash. The floor-off collision requires an obstacle to be
present to strike; the crash outcome is therefore scenario-dependent, and the toggle-window
counts (43 admitted, 2 collisions) are from a specific short window, not a distribution over
scenarios.



e Latency is inherent, not eliminated. The shield covers the model’s blind window; it
does not make the model faster. A model that proposes nothing useful will, under the shield,
simply fail to make progress — the shield guarantees safety, not task completion.

e Single session, no statistical treatment. The headline figures come from one measure-
ment session. We report counts, not confidence intervals, and make no claim about variance
across seeds, maps, or traffic densities. A systematic sweep is future work.

e Adversary scope. The hostile controller corrupts the proposal channel only. It does not
attack perception, timing, or the shield’s inputs; a compromised state estimate is a different
and unaddressed threat model.

8 Related Work

The idea of interposing a verified component between an untrusted controller and the plant is
established in the runtime-assurance and safe-control literatures; our contribution is the controller-
independent admission framing and the specific empirical multi-controller (hostile and frontier-
model) harness in a photoreal simulator, not the concept of runtime enforcement itself.

Runtime assurance and the Simplex architecture. The Simplex architecture pairs a high-
performance but untrusted controller with a verified safety controller and a decision module that
switches to the safe controller when the state approaches the boundary of a verified region [2, 3].
Our shield is in this lineage; its takeover variant (Section 5) is precisely a Simplex-style fallback.
The framing we foreground is that the untrusted controller is treated as a proposer demoted below
an admission layer, and that the layer’s verdict is a function of the state and invariants with the
controller absent from them.

Shielding for learned controllers. “Shielding” in reinforcement learning synthesises a reac-
tive component that corrects an agent’s action whenever it would violate a temporal-logic safety
specification, either before or after the agent acts [4]. Our shield is a hand-specified, non-learned
instance of the same before-the-actuator correction pattern, applied to driving controllers of varying
provenance rather than to a single RL agent, and instrumented with a counterfactual log.

Control barrier functions. Control barrier functions provide a control-theoretic method for
rendering a safe set forward-invariant, typically by solving a quadratic program that minimally
modifies a nominal control to keep the system inside the safe set [5, 6]. Our invariants are engineered
thresholds rather than certified barrier functions, and we make no formal forward-invariance claim
in this paper; the connection is conceptual (both minimally modify a nominal action toward safety)
and we cite it as the control-theoretic neighbour rather than as a method we employ.

Simulation platform. We use the CARLA open-source driving simulator [1] for photoreal sens-
ing and physics; CARLA is the platform, not a contribution of this work.

9 Conclusion

We reported an empirical study in which safety is enforced by a deterministic runtime admission
layer rather than assumed of the controller. The same stateless shield, evaluated at 20 Hz over



four composed invariants, was placed beneath a benign PID controller, a hostile controller built to
crash, and frontier and local models at the wheel. A counterfactual decision log let us compare
shielded and unshielded execution of the identical controller. Against the hostile controller the
shield overrode 64,952/64,952 (100%) invariant-violating commands over ~40km with 0 collisions,
while removing the shield let the same proposals crash the vehicle; frontier models drove the route
under the shield with 0 collisions but with degraded smoothness traceable to a ~0.8-2.0s glance
latency that the 20 Hz shield covers. The separation this demonstrates — model capability governs
how much useful work completes, the runtime governs what may be executed — is the point of the
architecture. We stress that this is a research prototype in simulation with a conditional guarantee,
and that its value is as an existence proof and a measurement harness rather than as a vehicle
controller.
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